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Editorial

A

fter 50 days of pranks and mayhem, the LulzSec hacking group
claims to have retired. It’s your
choice if you believe that: what isn’t
in doubt is that organisations will
continue to be targeted by hackers, sometimes for political reasons,
sometimes just for the sheer joy of
creating trouble (the ‘lulz’).

Since LulzSec announced the termination of its activities, we’ve seen
many similar attacks, such as recent
breaches of websites in Turkey and
Greece. It’s a chaotic situation (which
may be the intention of some of the
attackers).
The problem for those monitoring these attacks – and those charged
with protecting organisations against
them – is discerning any real agenda,
which makes it difficult to know who
is going to be hit next.
The Anonymous movement, from
which LulzSec appears to have been
spawned, and to which many of the latter group’s members may have returned,
famously boasts about how it is leaderless. The targets of its so-called ‘hacktivism’ emerge from the feelings and
motivations of its many self-appointed
members – or so the collective would
have you believe. In truth, there is a
core group that, for example, has the
access rights required to set targets in
certain IRC channels.
Nevertheless, the lack of formal
structure in the group does mean
that anyone can carry out actions
claiming to be acting on behalf of
Anonymous. The recent formation of
the Anonymous Party, with a clearer
political agenda, is a case in point.
Many other Anonymous members
claim (mainly via Twitter accounts),
to know nothing about the party and
that it, in fact, has nothing to do with
Anonymous. Clearly being ‘leaderless’
is a two-edged sword.
One of the last acts of LulzSec
was to announce a teaming up with
Anonymous in a campaign dubbed
‘AntiSec’. Given the crossover in
membership, it’s likely that this

alliance was little more than a PR
exercise, perhaps designed to divert
attention from LulzSec itself. It seems
highly likely that the true cause of
LulzSec’s retirement is the heat the
group is feeling from law enforcement. Only recently, 15 alleged members of Anonymous were arrested in
Switzerland and Italy.
The attacks have continued under
the AntiSec banner. And while some
may conform to the stated intentions
of Anonymous – to attack organisations that are seen to be antipathetic
to Wikileaks or against copyright theft
– others appear more random. One
AntiSec supporter, for example, leaked
the login details of an online store in
Romania.
This lack of focus may be the clue
to the selection of targets. From what
the various hackers themselves have
said, and from analysis of the attacks,
it seems that most of the breaches
have been achieved using a very low
level of hacking skills – often the most
common of SQL injection attacks.
It’s likely, then, that targets are chosen
more by their vulnerability than by
any real political or ethical motivation.
The hackers attack these sites because
they can. They can always think of a
reason later.
So the sites that get hacked represent – to trot out that overused phrase
– the low-hanging fruit. What does
this mean for organisations wanting to
protect themselves? It means that complacency is not an option. There’s no
point thinking, ‘no-one would want to
attack us’. Because if you use that line
of argument as a reason for not making your security watertight, you are
turning yourself into a target simply
by dint of being weak.
Hackers of the LulzSec species
often claim they are doing the world
a favour by pointing out weak security. This is an ethically bankrupt and
insupportable position. But it should
make you think.

– Steve Mansfield-Devine
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ICSPA says it intends to disrupt the
activities of cyber-criminals, “by providing
more resources, tools and expertise to law
enforcement agencies in countries that
face the greatest challenges or potentially
act as hosts; helping them be more successful in their fight against cybercrime”.
The collaboration will include training, information sharing and the promotion of best practices. The ICSPA also
intends to work with academia to develop standards for assessing cybercrime
fighting skills and against which law
enforcement officers can be accredited.
Of the £650m the UK Government
has allocated for protecting critical
national infrastructure over the next
five years, £63m has been earmarked for
fighting cybercrime. According to James
Brokenshire, the Home Office’s minister for crime and security, cybercrime
is currently costing the UK economy
£27bn a year.
UK Prime Minister David Cameron
said: “By forging new relationships
between businesses, governments and
law enforcement officers all over the
world, by investing in new training, and
by building an international exchange of
expertise, the ICSPA is forming a network powerful enough and wide enough,
to face down cybercrime.”
The ICSPA also announced a strategic partnership with Europol. Rob
Wainwright, director of Europol, commented: “This is a vital partnership
which will bring governments, business
and law enforcement agencies together
to address key issues such as the harmonisation of cybercrime training for law
enforcement officials, providing advice
and guidance and driving informationsharing initiatives between EU lawenforcement agencies and businesses.”
For more information, go to: <https://
www.icspa.org>.

More mobile
security glitches

M

ore security vulnerabilities
have been uncovered in mobile
platforms – predominantly Google’s
Android OS.
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Trend Micro says it has identified Android malware that does not
piggyback on other apps. Dubbed
ANDROIDOS_CRUSEWIN by the
firm, the malware can be triggered by
specific events, such as the reception
of SMS messages. Trend says it could
be used for abusing premium services,
spying on the targeted device or as an
SMS relay. There are more details here:
<http://blog.trendmicro.com/androidmalware-acts-as-an-sms-relay>.
F-Secure has released information
showing how easy it is to clone, or
‘repackage’, Android apps. Such repackaging is often done for legitimate reasons, such as the insertion of advertising
modules, but can also be used to insert
malicious code. More information here:
<http://www.f-secure.com/weblog/
archives/00002193.html>.
Symantec researcher Mario Ballano
said he has uncovered a new attack vector on Android, similar to Windows
DLL hijacking. This isn’t a flaw in the
OS so much as a weakness in some apps
that load code dynamically using the
Android classes Public Constructors
and DexClassLoader. Ballano said he
has alerted Google about the few apps
he found that are vulnerable to this
technique.
In-app advertisements are being used
to lure Android users to fake app stores.
Tim Wyatt, a software engineer with
security firm Lookout, says that software
infected with the GGtracker trojan,
spread through the fake online stores, is
able to sign up victims to premium-rate
SMS services without them knowing
or needing to provide consent. Most of
these services appear to be in the US,
limiting the effectiveness of the malware
outside that country.
There may be vulnerabilities in
Android’s handling of wifi accounts.
Security researcher Donovan Colbert
blogged that, on firing up a brand new
Asus Eee Pad, running Android 3,
the device automatically logged on to
secured wifi hotspots. Android provides
a personal data backup option and it
seems that this may include wifi private
keys. Exactly what data is backed up varies from device to device and one version
of Android to another.

Apple’s iOS isn’t immune from problems. Although the company insists on
signing all software distributed through
its App Store, iPhone and iPad users
who want a wider source of software
are in the habit of ‘jailbreaking’ their
devices, allowing them to download
and run apps from the unofficial Cydia
store. Unfortunately, that also makes
the devices vulnerable to malware. A
recently announced jailbreaking process – JailBreakMe – involves the user
downloading a specially crafted PDF
document that exploits a flaw in font
handling in the libCGFreetype Freetype
library. But now that the vulnerability
has been widely publicised, researchers
are warning that it could be exploited
by malware writers: anyone duped into
downloading a PDF from them could
find their devices infected, rather than
just jailbroken.
Germany’s Bureau of Security in
Information Technology (BSI) has gone
so far as to warn that any user of an
iPhone, iPad or iPod Touch should, “not
open PDF documents from unknown or
insecure sources on iOS devices”. At the
time of writing, Apple said it intends to
patch the vulnerability.
There is some good news. Symantec
has issued a report in which it analyses
the security of both iOS and Android
platforms and concludes that they are
more secure than PCs. However, they
remain vulnerable to many existing forms
of attack. Among the conclusions of the
report are: that “iOS’s security model
offers strong protection against traditional
malware, primarily due to Apple’s rigorous app certification process and their
developer certification process, which
vets the identity of each software author
and weeds out attackers”; that Google’s
less rigorous approach “has arguably led
to today’s increasing volume of Androidspecific malware”; that users’ habit of synchronising data with cloud services “can
potentially expose sensitive enterprise data
stored on these devices to systems outside
the governance of the enterprise”; and
that jailbroken devices “offer attractive
targets for attackers since these devices are
every bit as vulnerable as traditional PCs”.
The report is here: <http://bit.
ly/201107symantec>.
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In brief
Google shuts out .co.cc domains
Google has eliminated all subdomains using
.co.cc from its search listings. The .co.cc service, owned by a Korean firm, offers limited
free domains as well as bulk domain registration where 15,000 names can be registered for
$1,000. This service is frequently used by
spammers, phishers and hackers. The Top Level
Domain (TLD) .cc, belonging to the Cocos
(Keeling) Islands is not affected as co.cc is a
privately held domain name, registered through
the registrar Yesnic, and not an official subdomain like .co.uk. This may be the start of
several bulk delistings by Google as part of an
effort to rid its search results of spam and links
to phishing sites.
Spam levels drop
The volumes of spam travelling over the
Internet have dropped dramatically in the past
few months, but experts seem uncertain about
the reasons. Symantec reports that, whereas
spam accounted for 90% of emails in Summer
2010 – with 230 billion spam messages a day in
July of that year – that has dropped to 75% this
year. Overall email volumes have dropped 60%.
The take-down of the Rustock botnet and the
closing of the Spamit affiliate programme are
credited with much of the reduction. Rustock
was credited by some experts with being responsible for close to half of all spam emails. And
while many expected other spamming botnets
to take up the slack, this doesn’t appear to
have happened. However, it’s believed by some
researchers that the reduction in spam levels
might also be connected with cyber-criminals
changing strategies, with botnets being reconfigured for DDoS attacks linked to blackmail
and other criminal activities.

which regulates banks, has instructed firms
to employ a minimum set of layered security
and fraud monitoring, and has recommended
multi-factor authentication and out-of-band
verification. The new rules are detailed in
this document: <http://www.ffiec.gov/pdf/
Auth-ITS-Final%206-22-11%20(FFIEC%20
Formated).pdf>.
Firms struggle to keep security up to date
Many companies are having difficulty matching their security strategies and implementations to the fast pace of technological change,
according to a new survey by Fortinet. Many
firms cited the need to protect a wider range of
business assets, often outside the core network,
as one of the top priorities for future security
strategies. Meeting an ever more sophisticated
range of threats was the key driver for investment in security (cited by 25% of respondents) while compliance came second (16%).
When it comes to technology, the top issues
causing executives to reassess their security
are cloud computing (19%), mobility (16%)
and virtualisation (13%). Around one-sixth
(16%) of enterprises either don’t have a security strategy, or have not reconsidered their
IT security strategy for more than three years.
Only 60% of enterprises have conducted a full
reappraisal of information security strategy in
the past year.

Mastercard suffers glitch, hackers
take credit
Mastercard, which has previously been the
target of ‘hacktivist’ attacks, saw its website
go offline for a short period recently, and
hackers were quick to take credit for the outage. Twitter user @ibomhacktivist tweeted:
“MasterCard.com DOWN!!!, thats [sic] what
you get when you mess with @wikileaks @
Anon_Central and the enter [sic] community of lulz loving individuals”. However,
Mastercard later issued a statement saying
that the problem was “due to a telecommunications/Internet Service Provider outage”
– although this description is vague enough to
encompass a DDoS assault. It also said that no
cardholder data was compromised.

Google yields user data to authorities
The US Government leads the world when it
comes to wanting information about Google’s
users. According to the latest instalment of the
twice-yearly ‘Google Transparency Report’, US
Government departments or agencies made
4,601 demands for information in the period
Jul-Dec 2010. This was far ahead of the next
most frequent requesters, Brazil (1,804) and
India (1,699). What’s more, the US requests
were the most likely to succeed: Google at least
partially complied with 94% of the demands
originating from the US. Other countries with
high success rates were Japan (90%), Singapore
(88%) and Australia (81%). Google says it
is simply meeting its legal obligations. In the
report, the firm states: “Whenever we receive
a request, we first check to make sure it meets
both the letter and spirit of the law before complying. When possible, we notify affected users
about requests for user data that may affect
them. And, if we believe a request is overly
broad, we will seek to narrow it.” Google’s
transparency report is here: <http://www.google.com/transparencyreport/>.

New rules for US banks
The Federal Financial Institutions Examination
Council (FFIEC) in the US has issued new
online security rules for financial institutions
– the first amendments since 2005. The body,

ChronoPay co-founder arrested
Pavel Vrublevsky, the co-founder of Russianbased e-money service ChronoPay, has been
arrested following allegations that he was
involved in cyber-attacks against competitors.
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ChronoPay has been implicated in processing credit card payments, and establishing
companies, for fake anti-virus ‘scareware’
scams. And Vrublevsky was co-owner of
the Rx-Promotion rogue online pharmacy
scheme. According to researcher Brian Krebs,
ChronoPay exploited a denial of service attack
against a rival when both were competing for
a lucrative payment-handling contract with
Aeroflot (neither won the bid). Vrublevsky
was reported to have fled Russia at about the
same time as US authorities seized computer
equipment as part of an investigation into a
hacking operation that reaped $72m from
scareware scams. According to press reports,
Vrublevsky is now being held by Russian
authorities without bail.
Malware is the cost of doing business
It seems that many firms accept malware as a
fact of life and a part of doing business. A survey by M86 Security, conducted with Osterman
Research, found that nearly half (49%) of firms
acknowledged that security breaches occurred
but accepted them as a cost of business. More
than a quarter (27%) saw malware problems
increase in the past year, while 64% said that
problems remained much the same. The web
is the biggest headache for 77% of the survey’s
respondents, and yet half of them were confident in their current security solution, despite
the fact that 78% of the organisations had experienced at least one malware attack during the
preceding 12 months. The median number of
attacks was five against each firm in that period,
with educational institutions being the most
frequently targeted (12 attacks) followed by
government organisations (10). Of the 70% of
organisations that reported some financial loss
following a malware attack, 59% of respondents
said the cost of an attack was up to $50,000.
Some 82% of financial services organisations
reported a financial impact resulting directly
from a malware attack.
Firms feel they are being targeted
Research by security firm Kaspersky has found
that nearly a third (30%) of companies feel they
are being specifically targeted by cyber-criminals. And nearly two-thirds (61%) have suffered malware infections in the past year. Some
9% of companies had actually succumbed to
a targeted attack. However, while that figure
may seem low, it represents a large number
of firms and significant investment in the
attacks by cyber-criminals, according to Eugene
Kaspersky, CEO and co-founder of Kaspersky
Lab. “It takes time to organise targeted attacks,”
he said. “Cyber-criminals have to tailor them
specifically for particular targets. The only reason the percentage is not higher is that most of
these attacks are designed to stay discrete – so
companies never even notice them.”
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Stress-testing
Europe’s critical
infrastructure

Catherine Everett

Cath Everett, freelance journalist
Opinion is currently divided over whether the first pan-European test centering
on the protection of critical national infrastructure is likely to lead to the introduction of new legislation in the area.
After a year of planning, the Cyber
Europe 2010 table-top exercise, which
was billed as a ‘cyber stress test’, took
place on 4 November 2010 in an
Exercise Control Centre in Athens.1
It was organised and managed by the
European Union’s European Network and
Information Security Agency (ENISA)
and supported by the EU’s Joint Research
Council. This was at the request of the
European Commission – a request made
in its Critical Information Infrastructure
Protection Plan (aka the CIIP Action
Plan) which was published in 2009.2
The aim of the initiative was to understand how well the 22 participating
member states were able to collaborate
and communicate in order to counter
320 simulated attempts by hackers to
paralyse the Internet and critical online
services across the region. Further goals

Cyber Europe 2010 was an exercise designed to
‘stress test’ Europe’s critical infrastructure.

July 2011

were to highlight interdependencies
between the member states and comprehend how each tackled cyber-incidents.
During the simulation exercise, Internet
connectivity between the member states
was gradually reduced or lost. This meant
that the 50 or so cyber-experts from public authorities, ranging from Computer
Emergency Response Teams to Ministries
and National Regulatory Authorities, had
to work together to try to reroute traffic
through unaffected or less-affected member states in order to avoid a complete
network crash.

Nothing new
The experts also had contact with 80
other cyber-specialists around Europe,
who were acting under the instructions of a central Exercise Control body,
which comprised moderators from each
participating country. Representatives
from a further eight member states were
also present as observers. The exercise
was subsequently evaluated at three levels – national, pan-European and overall
– and a report of its key findings was
published in April.
However, according to Tim Watson,
head of De Montfort University’s
Department of Computer Technology,
while this test may have been the first
undertaken in the cyber domain, in
reality such exercises are nothing new.
In fact, he says they have a “long and
distinguished history” in helping both

national governments and the EU plan
and prepare for emergencies such as pandemics and natural disasters.

“With big events, organisations are going to have to
talk to people they’ve never
talked to before and that’s
where things fall down”
“It’s always best to do these things
beforehand rather than when they’re
happening for real so that you can discover where the problems lie,” Watson
explains. “Regular events have triedand-tested communications mechanisms
behind them because they’re understood,
but with big events, organisations are
going to have to talk to people they’ve
never talked to before and that’s where
things fall down.”
Moreover, despite the complexity
involved in co-ordinating multiple participants, it is crucial that ‘cyber-preparedness’ is tested at the regional rather

Peter McAllister, HP Vistorm.
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than simply at the national level. Peter
McAllister, HP Vistorm’s head of ‘Closein Government’ cyber-security practice,
explains: “There are so many multiple
national interests in this. Cyber is really
driven by the need for co-operation and
no one can fly solo in this.”

Immature cyber
processes
A key problem is that the ‘cyber-threat’
has risen very quickly. McAllister believes
the result of this is that although “we
understand by analogy what we need to
do” – because of past experiences with
physical events such as natural disasters
and war – specific cyber-processes are
“not adequately tested and mature at the
national, regional, intelligence and corporate level”.
As a result, with exercises such as Cyber
Europe 2010, there is currently a “game
of catch-up going on”, the core issue
being that “it’s not an unknown problem,
just an unknown context,” he adds.
As to what the Cyber Europe 2010
report revealed, a key finding was that
operating procedures for handling
cyber-incidents do not yet exist at a
pan-European level. As a result, it was
recommended that minimum standard
procedures, structures and common
terminology should be defined in order
to improve both the security and efficiency of communications in the event
of a large-scale occurrence. Such processes should also be tested in future
pan-European exercises and these
should likewise be laid out in a clear
roadmap. The next drill is expected to
take place at the end of next year and
is likely to include participants from
the private sector, with telecoms firms
at the top of the list.
The absence of private sector participants from the initial exercise was widely recognised as something that would
have to be addressed next time around
and how such arrangements should be
structured is currently under discussion. And the issue is an important
6
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Simon Oxley, Citicus.

one, believes Simon Oxley, managing
director of risk and compliance software
vendor Citicus. “It was a big gap only
involving public bodies because a lot of
critical national infrastructure isn’t run
by governments any more but by the
private sector,” he says.
As a result, in his opinion “the value
of the exercise was limited” and “you
have to question how realistic it was”.
Nonetheless, to be fair, Oxley acknowledges that the scope of the initial exercise
was intended to be quite narrow, focusing only on “a part of critical national
infrastructure, that is the robustness of
the connectivity of the Internet, rather
than how its going down would affect
electricity generation or food distribution and the like”.
In the interim, before the next panEuropean test takes place, a joint EU/US
exercise is scheduled to take place in the
latter half of this year under the umbrella
of the US Department of Homeland
Security’s CyberStorm series of exercises.
These biennial cyber-security tests were
mandated by Congress in 2005 in order
to ensure that both public and private
sector organisations were able to respond
effectively to cyber-attacks. The last one
took place in September 2010.

More co-operation
A third important finding was that 55%
of member states were not confident

that they would be able to find relevant
point(s) of contact either nationally or
internationally in the event of a real
crisis, despite access to the available
directories.
Therefore, it was suggested that
ENISA should keep the latest versions of
all such directories and make them available via its portal. It should also facilitate
discussion as to whether a single or multiple points of contact would be more
effective. While it was widely felt that
the former would be easier, in reality, the
latter scenario was more common and
also avoided the risk involved in having a
single point of failure.
Other recommendations included
holding dedicated workshops in order
to improve the exchange of information
between member states on how they
handled cyber-incidents and national
crises. It was likewise proposed that
each member state should draw up its
own national contingency plans and
undertake national exercises to test them
on a regular basis. Although most have
indicated that they plan to do so, by the
time of the Cyber Europe 2010 exercise,
only one third actually had, implying
that there is still some way to go.

To legislate or not to
legislate?
As to what, if any, new legislation may
be required to ensure that member states
respond effectively in the event of a
cyber-crisis, there appear to be marked
differences of opinion. Oxley believes,
for example, that no new laws should be
necessary at all.
“Cyber-security is really now seen as a
defence issue so I think Europe will leave
it up to the individual nations,” he says.
“I don’t expect to see more legislation
or it could be seen as dictating national
policy and so I think Europe will veer
away from it.”
Moreover, the fact that much critical
national infrastructure across Europe is
now in the hands of private companies
also makes things more tricky. In the
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UK, for example, the Centre for the
Protection of National Infrastructure
undertakes audits and assessments to
assess how well critical infrastructure is
protected. “If it’s not happy, it can issue
an advisory note saying ‘try harder’,
but there’s not much more it can do,”
Oxley says.

New mechanisms for
data sharing
However, HP Vistorm’s McAllister
disagrees. In his opinion, new legislation will simply have to be enacted, not
least to enable law enforcement bodies
to obtain specific cross-border information. “Today, law enforcement can issue
international arrest warrants or demand
information on a South American drug
dealer, but there’s nothing equivalent in
place for cyber,” he says. “One initial
problem is the greater requirement for
speed – that is, responses in minutes and
hours rather than days or weeks.”

“The EC is proposing the
introduction of a new cybercrime directive, which among
other things would oblige
member states to respond
to urgent requests for information about cyber-attacks
within 24 hours”
Another challenge is the current lack
of mechanisms in place to over-rule
existing legal obligations that prevent
organisations ranging from the military
to private sector companies from sharing
confidential data even if it is in the interests of national and regional security.
Nonetheless, there are three ways
in which such data sharing could be
allowed to take place, McAllister says.
First, it could be voluntary, although
such an approach has the downside of
exposing the individuals responsible for
making the ultimate decision to legal
challenge. Second, such arrangements
could be put on a contractual basis,
although the value of such deals would
July 2011

be difficult to assess. Third, the sharing
of information could be mandated, even
if such an approach was seen by some as
heavy-handed and would require judicial
oversight in order to prevent abuse or
provide compensation to affected parties
should it occur.
“My guess is that ENISA is a child
of the EU, an organisation that exists
to regulate, and so in the end it will go
down the route of legislation and regulatory control,” McAllister says.

Mixed picture
ENISA itself, however, indicates that
the picture is likely to be mixed.
On the one hand, spokesman Ulf
Bergstrom says that it will be up to
each member state to adapt and tailor
any best-practice findings to their own
requirements, with responsibility for
planning and action ultimately lying
with them. On the other hand, the
EC is also proposing the introduction
of a new cybercrime directive, which
among other things would oblige
member states to respond to urgent
requests for information about cyberattacks within 24 hours, not least to
improve co-operation between member
states’ law enforcement agencies and
judiciaries.
The proposed legislation would
provide for the creation of a new
European-wide information-sharing
and alert system (EISAS) by 2013
as well as the setting up of an EU
cybercrime centre within the same
timescale.3 The aim of the centre is to
bring expertise in the investigation and
prevention of cybercrime together into
one place.
A final plank of the proposals is to
make it easier to prosecute individuals
producing malware and/or perpetrating
cyber-attacks, making them subject to
heavier criminal sanctions than is currently the case.
Elsewhere, the EU is setting up a
Computer Emergency Response Team
(CERT) to protect EU institutions

and agencies against cyber-attack. The
group is made up of security experts
from a range of different EU bodies and
the intention is to set up a permanent
team within a year.
Some 21 member states have also
set up their own ‘digital fire brigades’,
according to Bergstrom, although the
remaining 16 have yet to either start
or get them fully up and running.
Nonetheless, ENISA has “strongly
underlined” the need for this gap to be
plugged, he says, as CERTs are considered to be a crucial line of defence in
protecting critical national infrastructure.
As Bergstrom concludes: “From the
EU and international to the memberstate level, everything has to function
in a secure way to ensure the safety and
health of our economy and citizens.”

About the Author
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Regaining control
by empowering
people

Nathaniel Borenstein

Nathaniel Borenstein, Mimecast
Email is a vital channel, indeed the preferred choice, of communications in
companies today. Although more fanciful headlines would have us believe that
email is on the verge of extinction, the reality is that email is embedded in company culture and will remain a core communications channel. In fact, studies
suggest that over 80% of corporate information is now stored in emails, including attachments.
However, unprecedented change is
afoot as a new generation of people,
who have had lifelong exposure to technology, place new demands on email
flexibility. This new wave of workers –
which we’ve dubbed ‘Generation Gmail’
– is now entering the workforce and
bringing with it a new set of challenges
in the provision and management of
email and other technologies. The proliferation of social networks and mobile
devices has transformed the landscape
of personal communication. Workers
from Generation Gmail have grown up
with this technology and now want to
operate as flexibly at work as they do
at home. To achieve this, employees are

increasingly mixing and matching technologies, using devices and platforms
in an ad hoc manner to find any workaround that maximises their flexibility
and productivity. This behaviour brings
pressing issues for businesses, most
urgently in maintaining information
security. Employers must now work out
what they are going to do in the face of
this cultural shift.

Putting business at risk
Corporate security is under threat from
this shift, as Mimecast’s Generation
Gmail Report shows.1 It found that corporate email users under the age of 25

Figure 1: Number of work messages sent from private accounts in a typical week. Source: Mimecast.
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are putting businesses at risk with an
overly casual attitude to company intellectual property (IP) flowing outside the
organisation and being stored on public servers. A staggering 85% of under
25-year-olds admitted to sending workrelated information to or from their personal email accounts.
On average, over 300 work-related
emails are sent per person via private
accounts each year. Typically around
half of these emails contain attachments, meaning that the average
employee under 25 will send approximately three email messages each week
containing corporate IP and potentially
sensitive information outside of the corporate environment.
It does not take an expert to explain
the alarming security implications of this.
Not only are personal email accounts
unsecure, but organisations have no visibility into what is being sent and received.
It also means the company is unable to
comply fully with archiving requirements
and regulations, leaving them vulnerable
to very serious (and expensive) repercussions further down the line.
These kinds of issues can be extremely
damaging. The cost of data leaks to companies across the globe has increased. We
have recently seen figures putting the
average cost of a security breach in the
UK at £1.9m, while on the other side
of the Atlantic, US companies saw the
average cost of such breaches rise from
$6.8m to $7.2m last year. Data leaks
can take on many forms, from external
attacks to internal negligence, but the
media attention paid to active attacks
July 2011
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probably contributes to the neglect
of internal threats of equal or greater
importance.

Preventing costly
mistakes
Employees engaging in this behaviour
would probably say that simply sending a work document to their personal
account should not count as a security
breach. But once a supposedly secure
piece of data has been left accidentally
unprotected, there is no way to be sure
that it has not been read by an attacker.
Therefore, high priority must be given
to making sure the user does not make
these kinds of potentially costly mistakes.
As Alma Whitten and JD Tygar point
out in their paper, ‘Why Johnny Can’t
Encrypt’, security is always a secondary
goal for users.2 When people sit at their
laptops they want to send an email and
browse the Internet, not worry about
managing their security. Many people
assume that security is automatic and are
therefore not interested in learning about
how it works.
However, it is not just the attitude
toward security that needs addressing.
There are issues with the technology in
place. Mailbox capacity limits are proving
a thorn in the side of today’s workforce,
accustomed to personal accounts with
far more generous limits, or even none at
all. Such users naturally turn to private
accounts to conduct business when their
work inbox – often limited by a corporate
policy set several technological generations ago – reaches its limit.
This breeds a frustration with traditional workplace tools and restrictions.
Over half (51%) of under-25s surveyed
said if they had an unlimited work
mailbox they would be less likely to
send work emails to personal accounts.
Furthermore, 52% rated personal email
as better to use than work email in terms
of mailbox size.
Getting employees to care about
the risks is only part of the solution:
employers must take responsibility for
July 2011

Figure 2: Reasons for sending work emails via personal accounts. Source: Mimecast.

closing this generation gap through a
holistic effort encompassing email systems, policy and culture. The most progressive companies will be those with
email systems and policies that support
the needs of both the business and its
employees.

“Prohibition leads to resistance, and obstacles provoke
workarounds. You cannot
succeed by making enemies
of your users”
Yet only just over half (54%) of email
workers surveyed said their company has
an email policy in place. More worrying,
however, was that where policies do exist
only 42% cover email management and
appropriate use – surely one of the first
areas that should be addressed in any set
of guidelines.

A new approach
That said, these issues of security, storage, usability and flexibility cannot
be solved through policy alone, and
employers who attempt to do so are
fighting a losing battle. A new approach
is needed. The way to tackle this is not
by force. Warning your workforce not
to do things that seem to harmlessly aid
them in their jobs will only breed resentment. Prohibition leads to resistance,
and obstacles provoke workarounds.

You cannot succeed by making enemies
of your users. Employees will nearly
always choose forbidden workarounds
that enable them to work as they want,
rather than approved systems that they
feel limit their productivity. The answer
therefore is to make doing the right
thing as easy as doing the wrong thing.
It is about creating the path of least
resistance. The most natural and easy
way to do any task should also be the
most secure way, which will prevent
the user from switching to the insecure
but user-friendly platform that personal
email provides.
Human beings are struggling because
of difficult user interfaces in the workplace. The more complicated things
are to do, the more people will work
around it – and that includes administrators. Generation Gmail find the
interface provided by the likes of
Gmail and Hotmail to be far more
user friendly than those available
in the workplace. We need to make
interfaces user friendly to use so that
employees stay on the reservation.
This is a priority. We must make life
easier for the workforce. Don’t require
them to enter a VPN just to access
email; don’t provide them with inferior
mail tools for home use; and certainly
don’t give them any storage quota at all.
Make sure your systems are super reliable
and, above all, focus on educating – not
dictating – when it comes to security.
Computer Fraud & Security
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Let employees know that the company
will tolerate the occasional personal
email on work systems, because this is
far less dangerous than the reverse. But
teach them where the line is and what is,
and is not, appropriate. Don’t rule with
an iron fist; to quote Princess Leia in
that obscure sci-fi flick Star Wars: “The
more you tighten your grip, the more
star systems will slip through your fingers.” (You do want your employees to
be stars, don’t you?)

Unnecessary restrictions
One reason why unnecessary restrictions are often in place is that in-house
networks are complex to manage, have
data storage quotas and need experts
to maintain them. Overburdened
administrators have done the best they
can with minimal effort, but haven’t
been able to take the time to maximise
usability. However, network complexity
no longer needs to be so challenging for
most businesses. Most companies cannot afford to have experts in everything,
especially small to medium enterprises.
This is an area where cloud computing
lives up to the hype and comes to the
rescue. By moving commodity services
and their management to the cloud,
most of the complexity becomes the
responsibility of the providers and
their specialists.

“The advantage lies with
the early adopters of cloud
email, who have outsourced
plenty of problems and costs
while maintaining what has
become largely a commodity
service”
Throughout history, people have
adopted new technologies as soon as the
advantages became clear. Factories during the industrial revolution produced
their own power when it gave them a
competitive advantage, but as soon as
power was centrally available it no longer
10
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made sense for factories to generate their
own, so they treated it as a commodity
and got wired up to the central source.
Those who jumped onboard earliest
gained the competitive advantage over
their rival manufacturers, but they had
to also notice when it was time to switch
to the commodity model.
The same logic applies to the evolution
of cloud-based email. When email first
became available in the 1980s, early adopters gained an advantage over competitors
that justified the cost of in-house email
administration.
Today, the advantage lies with the
early adopters of cloud email, who have
outsourced plenty of problems and costs
while maintaining what has become
largely a commodity service.
Understandably, some administrators
still have their reservations about moving to the cloud. After all, you give up
some of your control and you have to
trust someone else. But these reservations are rapidly diminishing as the
cloud becomes the accepted way forward, and as business comes to understand how to assess vendor trustworthiness. Moreover, we can safely say that
cloud computing is likely to be more
securely administered than in-house
networks, as good cloud providers have
world-class expertise at their disposal,
in sufficient quantity, because their
entire business depends on it. Without
top-level expertise they would simply
have no business, so it is a requirement
that they run their services better than
the vast majority of organisations ever
could in-house.
It is, of course, possible for a business to accommodate the changing
landscape and the needs of Generation
Gmail with in-house systems. But
the need for change coincides with a
moment of opportunity and genuine
paradigm shift. We are on the cusp of
an exciting new era when delivery of
cloud computing and email services is
fast, efficient and relatively fuss-free,
and where the ever-evolving needs of
users can be taken care of centrally, by

true experts. The cloud has the power
to take away much of the complexity
of implementing and maintaining corporate email systems, freeing up the IT
team’s time to work on other projects
and add value in other areas of the
business. A good cloud provider can
address the needs of the new generation
for the benefit of all its customers. By
simultaneously outsourcing many of its
problems and empowering rather than
restricting workers, IT administrators
can use the cloud to regain control of
the workforce, improve the security of
company IP, do more with less, and
keep those demanding Generation
Gmail workers happy.
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The state of HTTP
declarative security
in online banking
websites

Aditya Sood

Richard Enbody

Aditya Sood and Richard Enbody, Michigan State University
The banking industry is grappling with the problem of malware infections in
clients. The exploitation of web vulnerabilities in a bank’s website can expose
online monetary transactions to fraud. Vulnerabilities such as Cross-Site
Scripting (XSS), clickjacking, MIME sniffing and Cross-Site Request Forgery
(CSRF) allow information in one session to be stolen from another. However,
browser security can play a critical role in preventing successful exploitation.
To this end, new and flexible protection
features have been introduced in the
form of declarative security in HTTP
response headers. These protection
mechanisms are based on the concept
of providing explicit security parameters
that can be used to compel browsers to
perform specific security functions.
Declarative security obliges a developer to specially configure the application that sends HTTP response
headers so that, on receiving them,
browsers trigger security protections.
These declarative security parameters
can also be specified in the web server
configuration file. The result is that
declarative security can be considered
as a portable and flexible defence. No
protection method is foolproof, but
for implementing generic protection,
HTTP declarative response headers
yield promising results. In addition,
this concept is gaining traction as it has
been adopted by Microsoft and Mozilla
in order to strengthen the security of
their browsers.
Declarative HTTP response headers are not a part of the HTTP 1.0/1.1
specification. However, they are compatible with HTTP and work efficiently.
July 2011

The initial HTTP declarative response
headers are X-XSS-Protection, X-FrameOptions, X-Content-Type-Options,
X-Download-Options and X-ContentSecurity-Policy. Strict-Transport-Security
can also be considered in this category,
but it has a different naming convention.
Declarative security in HTTP response
headers has been introduced to make the
browsers more proactive and intelligent
in dealing with the manipulative content
that is a result of the exploitation of web
vulnerabilities.
This research is based on an analysis of
the traffic flow of major bank websites
in order to understand how declarative security is being deployed in online
banking. Banking websites were selected
from a list of the world’s top 40-plus safest banks of 2010 as provided by Global
Finance.1 The ranking is based on the
long-term credit and the total assets of
the banks. Basically, it determines the
solvency and the relative credit-worthiness of the bank. We start with the
assumption that the efficacy of security
practices is directly proportional to the
bank’s assets. Banks with greater assets
tend to have more rigorous security
mechanisms in order to provide a safe

and trusted environment for transactions. The aim of this study is to gauge
the deployment of declarative security in
the real world, and in banking in particular. Since declarative security is relatively new, one would not expect widespread
adoption. This study reflects the current
state of security in online banking with
respect to declarative security.

Declarative security and
threat model
The HTTP header protections target
specific attack vectors. These types of
protection are a set of opt-in security
mechanisms addressing a specific threat
landscape. These attacks include clickjacking, MIME sniffing, manipulating
file downloads, CSRF and XSS variants that have proven to be difficult
to handle in real time. Each technique
includes an HTTP header that has to
be declared by the developer on the web
server as well as the security actions that
the browser triggers on the client side.
Once a specific HTTP header is detected, the browser is supposed to execute
the required security mechanisms. Of
course, this protection strategy fails if
the HTTP headers are not defined. As
a result, control lies in the ability and
expertise of the developers and administrators to use these protection headers
as a part of their applications. Let us
take a look at specific headers and how
they work.
Computer Fraud & Security
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X-Frame-Options
The X-Frame-Options HTTP response
header is used to control the framing of
a web page by a third-party website or
a malicious domain.2,3 Generally, clickjacking and auto-framing techniques
are used to conduct stealth attacks by
concealing part of the user interface in
the browser.4,5,6 The framing of a website plays a critical role in a successful
clickjacking attack in conjunction with
CSRF attacks.7 Users believe that they
are clicking on a legitimate link, but are

actually clicking on a hidden link. This
HTTP response header can prevent
the malicious framing of a legitimate
website. The DENY parameter compels
browsers to prevent rendering of the
website in a frame (irrespective of parent frame), whereas the SAMEORIGIN
parameter allows the framing of web
pages on the same domain but restricts
the framing of a website from the thirdparty parent frames. The header also
requires secure frame communication
to preserve integrity.8 In a real-time
environment, it is not feasible to apply

this option for a full domain because
it can deny frames that load legitimate
websites. However, it is a good practice
to implement X-Frame-Options in
application code to apply an extra layer
of security in the critical web pages.
A website might use frame-busting or
frame-killing code such as:
<script type=“text/
javascript”>
if(top != self)
top.location.
replace(location);</
script>

…or…
<script>if(top.
location !=
location)
top.location =self.
location;</script>

X-XSS-Protection
The X-XSS-Protection HTTP
response header has been implemented by Microsoft to sanitise reflective
XSS attacks.9,10 Once a browser such
as Internet Explorer receives this
header it enables the XSS filter which
prevents the rendering of content
explicitly. Further, another HTTP
response header has been released by
Mozilla, named X-Content-SecurityPolicy, that works in a similar fashion
to avoid rendering of malicious content in the Mozilla browser.11 These
HTTP declarative security headers are
used to lower the risk of XSS attacks.
However, some problems have been
witnessed in the X-XSS-Protection
header. 12

X-Content-Type-Options

Figure 1: Applied declarative security as HTTP response headers in the world’s top 43 popular banks.

12

Computer Fraud & Security

An attacker can inject code based on the
content type set by the server. Browsers
follow the content-type parameter in
order to render the content of the page
correctly. They have to ensure that
July 2011
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content is rendered according to the data
type set by the server. Browsers should
not sniff out any other content type that
is not specified by the server. Hence,
the browser has to avoid sniffing MIME
content that is not appropriate. Basically,
the X-Content-Type-Options header can
be used to prevent malicious rendering
of content inside files by only allowing
the parameter specified in the contenttype HTTP response header.13,14

X-Download-Options
As we know, browsers such as Internet
Explorer provide an inbuilt functionality to open files directly on the domain
when a download dialogue box is initiated. The X-Download-Options parameter is provided by Microsoft in order
to combat attacks that occur from the
direct opening of files in the domain.15
This HTTP response header forces IE
to modify the user interface download
dialog box, removing the open button
(specifying a no-open value in the header). This prevents the user from opening
malicious files that might run content
directly on the domain.

Strict-Transport-Security
Strict-Transport-Security is a declarative header that is used by websites to
force browsers to send all types of data
over HTTPS.15,16 A number of websites
use both HTTP and HTTPS interfaces
to set sessions. It is considered as a risk
because an attacker can inject malicious
traffic to trick browsers in order to steal
cookies if this parameter is deployed in
all the communication processes under
HTTPS. This should not be confused
with the ‘secure’ parameter because it
is only defined for exchanging cookies
over HTTPS, whereas Strict-TransportSecurity applies to the overall communication. In general, X-Frame-Options and
X-XSS-Protection have been used collaboratively to reduce the intensity of attacks.
However, other response headers are used
in specific applications and web servers.
July 2011

Figure 2: An iframe injected into a vulnerable bank website.

Testing
The motivation behind this experiment
was to test the acceptability of new
protection features in an industry most
susceptible to exploitation on the web.
During the course of the experiment,
it’s possible to judge how well the top
banks are deploying this HTTP declarative security. In general, a robust security
solution is comprised of a collaborative
implementation of client and server security. HTTP declarative security provides
an efficient way to provide some control
of browsers in order to avoid a number

of attacks. The objective of this testing is
to check whether the critical web pages
(configuration pages and web pages with
authentication) in the banks’ websites are
implementing declarative security.

Methodology
In order to perform analytical tests, a list
of the top banks of 2010, as defined by
Global Finance, was selected. The banks
were chosen from around the world based
on their financial ratings. This choice was
made as the security of those banks that
attract the top ratings is critical for safe

Figure 3: XSS exploited in a bank’s website in spite of Internet Explorer XSS filter.
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The outcome of this experiment is
entirely based on the detection of different HTTP declarative security response
headers. The research also covered all
the sub-domains that are the subset of
the main bank domains. The tests didn’t
take into consideration different types of
attacks such as HTTP response splitting,
which alters the state of HTTP response
headers. Something close to 7,786 web
pages were analysed, including supporting resources that are present in the different bank domains. Overall, the experiment was conducted on close to 200
bank websites, although this article only
covers the results of the top banks.

Results

Figure 4: XSS exploited in a bank’s website in spite of Google Chrome XSS Auditor.

monetary transactions. The largest
banks tend to be the preferred choice
of the attackers.
The testing involved Perl-based
HTTP response enumeration scripts
which sent a crafted HTTP request to
the web server and detected required
HTTP declarative security response
headers. In addition to this, the tests

Figure 5: XSS – Content-Rendering scripting attack.
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used the Firefox add-on HttpFox,
which is an HTTP traffic analyser
for scrutinising the state of different
HTTP headers.17 Other standard traffic monitoring tools such as Wireshark
and Netmon by Microsoft were used
for packet dissection analysis. The tests
were conducted in Internet Explorer,
Firefox and Google Chrome.

Some interesting results arose during
the course of this study. At the time of
running these tests, not a single bank
website out of the top 50 banks is using
declarative security in HTTP response
headers. It seems that the declarative
security model has not been accepted by
the online banking industry. Figure 1
shows the results of this experiment. The
NH parameter suggests that no server
header was received in the response.
Some of the banks did not send a
‘server:’ header in the responses and one
of them used explicit names. The CDC,
BBVA, OCBC and DB banks did not
disclose the ‘server:’ header in HTTP
responses. Barclays bank alternatively
changed the server header with ‘Red’,
‘Blue’, ‘Green’ and ‘Black’ values on consecutive requests. During the research, a
number of vulnerabilities were spotted in
this set of banks. These were reported to
the administrators of the banks’ websites.
For completeness, the research
included some tests to show that attacks
are indeed possible. Figure 2 shows an
iframe injection attack in one bank website that does not use X-Frame-Options.
Since most of the browsers implement
protection mechanisms based on declarative security, almost all browsers were
tested in order to execute XSS. Apart
from this, a lot of XSS injections were
July 2011
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evident in the banks’ websites. Most of
the reflective XSS attacks were rendered
successfully by the browsers having
XSS filters. Figure 3 shows a successful
XSS attack in Internet Explorer conducted in one of the vulnerable bank
websites. Figure 4 shows the successful
XSS bypass in Google Chrome version
10.0.648.127. The examples discussed
in this section show the ineffectiveness
of client-side XSS filters in a number
of browsers. However, continuous
research and development is resulting
in more secure client-side XSS filtering.
For generic XSS vulnerabilities, these
filters provide appropriate protections
by default, as well as offering some security with declarative security in HTTP
response headers.
XSS attacks are versatile in nature. Even
with the presence of filters, it is often easy
to bypass them. However, in certain cases
the declarative security headers used to
control XSS fail. In addition to this, it’s
also notable that it was possible to manipulate the content-type of the required
page to conduct the attack. In this attack,
it was possible to render a malicious PDF
in one of the vulnerable bank domains
which executed the script. On testing, it
was found that the domain was not configured to send X-Content-Type-Options.
Figure 5 shows a successful content-type
manipulation attack by exploiting the RFI
vulnerability in one of the bank websites.
This experiment shows the state of declarative security in bank websites.

Conclusion
This was a survey of the deployment of
HTTP declarative security in the world’s
top banks. After analysing domains
and sub domains, it was found that, at
the time of conducting these tests, not
a single bank website shows the use of
declarative security in the HTTP response
headers. Hence, the results show that
exploitation of security flaws can be
reduced to some extent using declarative
security because it forces the browser to
enforce protection. Declarative security
July 2011

in HTTP response headers can be considered as an additional defence, even
if proprietary web security solutions are
deployed, because it triggers the security
element in browsers. The online banking
industry should implement these protections as opt-in security to thwart generic
targeted attacks.
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Security in the value
chain
Simon Walker, Quantainia

Simon Walker

Stephen Bonner, Barclay’s Bank’s CISO, recently likened technology controls to
the railings around a balcony – they allow you to get closer to the edge without
falling off. Indeed, risk analysis of information assets is not wholly unlike buying and selling houses. It is a complex process, there are lots of hoops to jump
through, and there is a number of pitfalls.
One of the most common errors is to
base actions on superficially attractive but
practically inadequate information – for
example, overestimating the value of the
property you’re trying to sell, or underestimating how painful a big mortgage
might become. Skimping on research will
almost certainly result in pain later on.
You might be tempted to base decisions
on a convenient pipedream – ‘my small
house is worth at least £1m. Buyers will
be queuing up. Never mind the leaking
roof. Or the illegal extension. And I won’t
spend money on a lick of paint, or the
railings on the balcony.’ But this fantasy
will rarely survive contact with reality.
So it is with the risk assessment of
information assets. Just like property
deals, the security assessor is likely to be
part of a chain. A common pitfall is for
senior leadership to skip over security risk
assessment activity because the results are
difficult to interpret, or merely politically
inconvenient. A classic example here is
penetration testing. Effective security risk
assessment, on the other hand, makes
sense on a number of levels: it helps
16

Computer Fraud & Security

ensure that products and services deliver
on their promised value; it prevents nasty,
expensive surprises; and it is the basis for
sound decision-making. Perhaps most
importantly, it may be what stops your
chief executive having to make embarrassing public statements about subjects he
doesn’t really understand.

The PlayStation Network
The recent high-profile hacking of the
Sony PlayStation Network (PSN) has
provided some invaluable lessons for us
all. The PSN service has a clear customer
proposition. Its prime attractions rest in
the open architecture and ready supply
of downloadable games to purchase. Ease
of access to services tends to mean quick
authentication and seamless payment,
which also means that user details, including card details, are stored somewhere
easily accessible. Where you have such
data stored, you have a cluster of information assets and hence you have something
worth stealing. Also, if you’re releasing a
product for the young and technology-

literate that needs to be globally accessible, you’re mapping quite neatly onto
the demographic that is often keenest to
attempt breaking technology.
Neither of these are particularly abstruse
facts, so what can have gone wrong?

Sony’s value chain
Initial suggestions from Sony that the
incident was orchestrated by ‘hacktivist’
group Anonymous have since been dismissed by the group itself. Anonymous
was quick to issue a denial of this accusation. This seems to have been an attempt
by Sony to excuse the incident and is in
any case an irrelevance: the root causes of
the incident were endemic, not a result of
the actions of external influences.
The ‘value chain’ is a model that
describes the activities of a firm within
a specific industry, and consists of both
primary and support activities. In Sony’s
case the former would include research,
development, manufacture, marketing
and sales, and after-sales service. Support
activities would traditionally include
organisational infrastructure elements –
the internal IT, HR and other functions
that span the primary productive ones.
Each element has costs, and adds
(or subtracts) value from the end result.
July 2011
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Poor risk management
sucks value out of
products
There is a hoary management maxim
that the things that are measured are the
things that matter. There can be a temptation to excise those functions deemed
as cost centres, rather than adding value.
Does penetration testing generate revenue? However, this risks ignoring the
downstream effects. If, for example, nonfunctional requirements don’t include
security, because it’s ‘too difficult’, or
there is insufficient appreciation of the
threat environment for a product, or
because senior leadership don’t want to
hear about it, then developers can’t win.
Ineffective risk assessment and treatment up front therefore devalues
downstream activity. Developers may
have been pushed to ‘deliver’ a product with little or no built-in security,
either because that is how their task was
defined, or because they simply lacked
the training. If delivery was time pressured, then there may have been little
scope for robust security testing.
With what result? Developers may
attract criticism for neglecting holes
in code, and IT operations are dressed
down for not patching – but if no-one
makes it clear that these things are
important, why should they bother?

Black swans are still swans
Let’s look at another example. CloudNine
Communications was one of the UK’s earliest Internet service providers. Formed in
1996, it had been in business for six years.
It was voted ISP Review ISP of the Year
2000 and was listed in the 10 top-rated
UK ISPs from October 2000 through to
January 2002. Its core offerings were email
services and software, website hosting and
it was one of the first Software as a Service
(SaaS) providers. It had approximately
30,000 business customers.
In January 2002, it was subject to a
Distributed Denial of Service (DDoS)
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attack. Such attacks cause a loss of service to users, typically the loss of network
connectivity and services by consuming
the bandwidth of the victim network or
overloading the computer resources of
the target. CloudNine had recognised
the risk of a DDoS attack, but had
deemed the cost of countermeasures to
be prohibitive, relative to the risk. It was
therefore the first known instance of a
company being ‘hacked out of business’.
As a consequence, the management
was forced to sell the business to a competitor, Zetnet. Of course, we now recognise DDoS attacks as a real feature of
the bad hats’ arsenal. But even in 2002,
it was not an unknown phenomenon.
It would be easy to dismiss incidents as
being simply rooted in incompetence –
this is simplistic and not very helpful.
While it may not be possible to prepare
for every eventuality, it is possible to
plan to handle them – this is surely the
point of effective risk management.

Hasten to market,
repent at leisure
Once a consumer product is in the hands
of the end user, it’s too late. Sony took the
decision to take the PlayStation Network
down upon discovering the breach. As an
organisation, Sony has a buffer whereby it
can afford to take the network down for
days, even weeks, with manageable revenue
loss. Is this a luxury most businesses could
afford? Or have you a robust business continuity plan in place?
Is there enough time given to allow
thorough system testing? Many companies tend to skimp on this part by
releasing ‘beta’ code and allowing their
customers to report bugs. What about
penetration testing? While omitting this
may be convenient and cheap, it’s not
always the right thing to do.
Lastly, consider the long-term impact
of security failures: if PSN was not
secure, what other Sony products, services or infrastructure are now being
inspected with renewed interest? And
what happens when all those consumers

come to making their next technology
purchasing decision? Were time-to-market considerations really worth driving a
sub-optimal product to market quickly,
compared to the cost and time of managing the risk in the first place?

What to aim for
A number of principles make for robust
risk assessment – and help keep the
value in the value chain:
• Get involved in projects early. Failing
to do this is a classic cause of security
concerns being skipped over. Making
friends with your organisation’s
project managers helps remove Fear,
Uncertainty and Doubt (FUD).
• Make your findings clear and simple
to understand. That 50-page pen-test
report is useless if the project sponsor can’t understand any concerns it
raises. Bear in mind that few projects
are really all about security – yours is
one voice among many.
• Focus on what’s important in the big picture. There is no way that you can feasibly plug all holes, or even identify them.
Getting the project to explicitly articulate
what it is prepared to risk is useful, albeit
not always a comfortable experience.
• State your assumptions. If you’re making assertions about vulnerabilities,
those must be based on a particular
view of the world that senior management may not understand. Stating what
these assumptions are can help them
get insight – and maybe educate them
along the way. Complex attacks utilise
multiple vectors – eg, the combination
of human factors and weak technical
controls that allowed Stuxnet to propagate, or the patching issues observed in
the PSN instance. If a project depends
on controls that are themselves outside
the scope, this must be called out.
• Revisit your assumptions. The world
changes – failing to recognise when
this happens is a quick way to lose
focus. It also prevents your risk
assessment becoming ‘wrong’ – it is
important to treat the thing as an
Computer Fraud & Security
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ongoing process, rather than a pointin-time activity.
None of this should cause security
professionals to feel smug. If organisations feel that the services we deliver
are merely an occasionally necessary
evil, then we have a problem. It’s all
about the value add – and part of that
is delivering security at speed, at the
right time and articulated in a manner

meaningful to people at the top table.
If that’s not achievable, then we should
expect to be sidelined.
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Do SMEs have the right
attitude to security?
Wendy Goucher, Idrach

Wendy Goucher

Information security is significantly down the list of investment priorities for
small and medium enterprises (SMEs). However, the Information Commissioner
in the UK said, in a recent address, that businesses of all sizes need to learn to
respect data and deal with it in an appropriate way.1 Yet this requires an appreciation by SMEs of the risk and repercussions of data leakage – and in a way
that is meaningful to them. How can this be approached?
The SME has always played a key role
in the UK and European economies.
Even during the industrial revolution the skilled artisan and tradesman
were vital to the maintenance of the
workforce and the provision of highquality products. Today, ENISA – the
EU’s cyber agency – reports that 99%
of enterprises in Europe are SMEs.
Many of these are consultants working
with larger organisations, giving them
access to significant levels of sensitive
businesses information.2 However,
expenditure on information security,
especially that part of the investment
that does not include hardware or software purchases, is far from a priority
in many cases. Too many firms that are
not constricted by audit or compliance
regulations put security low down on
their priority budget list. In the present
economic climate, this inevitably means
that information security is a matter of
trust and hope, rather than informed
practice.
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Lack of understanding
It would be wrong to speculate that this
lack of investment is due to carelessness or a trivial attitude to information
security. In many cases the root cause is
a lack of understanding and awareness of
the subject. An article on the ‘One Stop
Solutions’ website gives some insight
into this.3 The article discusses information that had come from the National
Retail Federation in the UK.
The headline statement – “According
to the National Retail Federation (NRF),
the majority of small and medium-sized
enterprises claim that taking care of their
customers’ sensitive information – particularly bank and credit card details – is
a top priority” – would indicate that,
contrary to the opening statement,
information security has a high priority. However, if one were to dig deeper
into the piece there are indications that
the SMEs questioned may not have
been very clear about the security issues.

Indeed, almost two-thirds of those questioned believed that they were not vulnerable to credit or debit card theft, by
which one must assume they mean the
details of these transactions, rather than
the theft of the cards themselves. While
the use of payment facilitators such as
WorldPay does assign the most sensitive
data to the care of a third-party provider,
there are still instances – such as a purchase made by phone or face-to-face –
where the risk is still clearly present.
The essence of the problem might be
that the SMEs did not understand either
the risk or the consequences. Further,
60% said they were unaware of the financial consequences that a serious security
breach could have on their firm. If we
accept that SMEs are working on a significantly restricted budget then there is
no rational justification for a significant
investment in security from the answers
they have given as cited. Psychologists
using even the most basic of behavioural
training methods, operant conditioning
(popularised by B F Skinner) recognise
that there needs to be a motivation and
positive reinforcement of required behaviour for it to be consistently used. Indeed
the absence of this motivation generally
results in the diminishing recurrance of
the desired event.4
July 2011
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Tackling the problem

Failure to invest

Information security professionals and
academics, and indeed governments
across the globe, are looking to tackle
that weakness in the secure operation
of business that occurs in SME activities. For example, the Government of
the Hong Kong Special Administrative
Region argues that, “The trustworthiness
of a company increases the competitive
advantage of the business and enables
it to thrive”.5 And, in a further attempt
to attract the interest of their SMEs in
information security, it targets that motivational drive that is at the heart of most
person-to-person business when it says:
“One of the critical factors is the ability
to protect customer information – ie, the
strength of business information security.”
It even answers, in the opening sentence of its web page for SMEs, a point
that so many SME owners make when
confronted with the challenge of improving their information security, and which
was implicit in the defence about the lack
of risk to credit card fraud cited above –
that they don’t really have any sensitive
information that is worth protecting.
The opening words are: “Information
is a valuable asset of your business. The
loss or damage of information can cost
you a huge amount in terms of money
or business reputation.” That introduces
the factor that is not commonly mentioned – but should be, as its power is
understood by any small business – that
of reputation. When the business does
not have the marketing budget of a FTSE
100 company it often relies on referral
and testimonials to draw new custom.
When the loss of customer data can harm
that reputation, most decision-makers can
readily understand the effect on business.

Put at its simplest level, SMEs are failing
to invest in security awareness and information security that affects operations
and procedure rather than IT, and they
are doing so for four reasons:
• Limited budget
• Limited time to spend being educated
• Little appreciation of risk
• Fewer compliance drivers.
As we can see from the example from
Hong Kong, government can do much
to promote awareness and increase
its desirability. If those starting businesses were made aware (as part of any
government-funded support) of some
of the key risks, including both those
covered by data protection legislation,
then business owners might at least
understand the value of the information
they handle, whether to themselves or to
their customers. However, the extent to
which this information is given to such
businesses, and the quality of the information given, is patchy at best.
For many SMEs, social media are
becoming very popular for raising business profile, developing good customer
relations and as a pure marketing tool.
Every week there are workshops, both
commercial and government-funded,
to enable businesses to make use of this
cheap and easy communication tool.
However, little is said about key security
issues such as the care that needs to be
taken with personal profiles, and the
amount of information they might leak.
There’s also the issue that can arise where
one employee is tasked with starting and
administering the social media profile,
and then leaves the company in circumstances that could lead to them using
the access (which has not been removed

because the risk awareness is not there) to
vent their discontent about the business.
Risks such as these are profound and
can lead to serious reputational damage.
Why, then, is this not part of standard
social media education? Often the answer
is a lack of time for training. An SME
owner might be able to attend a short
workshop for half a day: it can become
harder for them to be away from their
desk for a whole day – which is what
this more comprehensive introduction
to social media would need. Also, social
media’s best selling point is its ease of use
and friendly interface. It feels less risky.
News stories about security or privacy
problems can seem like some Cassandraesque voice crying of half-imagined and
unlikely issues. Of course, in the story
Cassandra was right – but that did not
make her message more welcome.

Core driver
How can information security become part
of the core operational drivers of SMEs?
As a starting place to a solution, ENISA’s
statement on the issue has the benefit of
giving insight and showing understanding
of the operational drivers involved. It says:
“SMEs need simple, flexible, efficient and
cost-effective security solutions.”
Simple, not because they have to be
easy to understand – although solutions
that rely on a significant level of technical knowledge will not be accessible to
all – but because they need to be operationally simple. If you only have a few
people in a business then the chances
are that division of labour is an alien
concept.6 Many people will carry out a
range of tasks, so an element of complex
information security practice will be an
unwelcome addition to anyone’s role.
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Flexible, because one of the main selling points of many SMEs is their willingness and ability to tailor their service
to the needs of the customer. Any security solution would have to work with,
rather than restrict, this flexibility.
Efficient? Well surely all solutions
would be aiming at this? Perhaps that
is to confuse effective with efficient.
Hopefully, any solutions presented to
the SME will work, but will they get in
the way of their efficient operations? On
one level, many solutions will inevitably
interfere with operations. A good example
of that is the Data Protection Act, which
has requirements regarding the handling
of sensitive customer data: many firms
have found that their processes and technologies affecting the storage, access and
retention of data have had to be designed
or changed to fit with these requirements.
The reason why this Act has had such an
influence is, to a great degree, because of
the legal enforcement and the penalties
that are imposed in the event of a breach.
However, other security recommendations do not currently have the same
perceived likelihood of punishment for
non-conformity. Therefore they have to
make sense and not interfere too much
with business operations.
Finally, solutions must be cost-effective.
That means that it must be worth the
investment of time and money to find out
about the risk and how to mitigate it. This
can be the hardest requirement to meet
for the SME. For this reason, it would
make sense for basic information security
practices to appear more often on the core
skills platform offered to this sector of the
market by government-sponsored enterprise bodies. If the information is carefully
designed and presented to meet the needs
of the audience, possibly dovetailing with
other subjects such as data protection
instruction, then it can enhance the startup and nurturing of SMEs.

Precious commodity
The one precious commodity that SMEs
need to preserve is their reputation. Many,
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however, fail to see the link between protecting that and information security.
We must appreciate that for most
SMEs the lack of security awareness training is only partly based on a reasonable
and rational reaction to the risk.
In many cases they are balancing risk
against finite resources of time and money.
We may disagree with their decision, but
that does not mean it isn’t the rational one
from their perspective.
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