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ĄDisclaimer

ĄWebNoxious2.0ă

All vulnerabilities and attacks presented in this presentation were discovered during my 

professional avocation with web application penetration testing and research.

This research is different from my ongoing routine work.

All contents of this presentation represent my own beliefs and views and do not, unless 

explicitly stated otherwise, represent the beliefs of my current, or any of my previous in that 

effect, employers.

All for Education and Developmental Purposes



© COSEINC

ĄAbout Me

ÅSenior Security Researcher 

Vulnerability Research Labs, COSEINC

http://www.coseinc.com

ÅFounder , SECNICHE Security.

http://www.secniche.org

ÅWorking in security field for last 7 years

ÅLead IS author for InfoSecurity,Hakin9 ,ELSEVIER, USENIX Journals.

ÅLike to do bug hunting. Released advisories to forefront  companies.

ÅActive speaker at international security conferences.

http://www.coseinc.com/
http://www.coseinc.com/
http://www.secniche.org/
http://www.secniche.org/
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ĄAgenda

ĄInside Web 2.0 and artifacts

ÁWeb 2.0 ïRetrospective

ÁBrief overview of the ongoing Web 2.0 realm

ĄAttack Patterns 

ÁCross Site Request Forging ïThe next step

ÁPDF Silent HTTP Form Repurposing  Attacks

ÁOnline Web Services design stringency

ÁWeb Attacks through OpenOfficeand MSWord Documents.

ÁHTTP Header Protection Parameters real time implementation ïX Factor

ÁDemonstrations

Ą Conclusion
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ĄWeb 2.0 Budding ïThe Inherited Semantics

ÁWeb 2.0 results are based on sensitiveness and   

knowledge

ÁExperimental approach 

Results not guaranteed always

ÁCollection of data is easy

ÁDependency factor among components

ÁPresence of complexity factor 

ÁDiversified attack modes

ÁOf course side effects happen in Web 2.0

ÁOnline social stringency among groups

ÁVersatile model with asymmetric characteristics
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ĄInside Web 2.0 ïThe Retrospective

ÁInteractive information sharing

ÁWeb 2.0 is called as a centralized and participatory web

ÁNo segregation of web functionality rather centralization 

ÁAdding ingrained value to the web applications

ÁAnother sort of online democracy ïusers to users

ÁWeb 2.0 is a platform based architecture.

ÁBrowsers used for running web based software's

ÁBackward compatibility with web 1.0 model
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ĄWeb 2.0 ïThe Mesh Structure
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ĄWeb 2.0  - I Want to Make Money ïYou are Served !

Too much complexity . 
Interdependency factor is too 

high .
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ĄWeb 2.0 ïAttack Vector Classification Base and Model

Classification attack 
base

Resultant chain 
impact 
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ĄWeb 2.0 Attack Characteristic ïChain Reaction

ĄOne vulnerability or flaw leads to another.

ĄDiversified sphere of performing attacks

© WebSense
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ĄThought about - The Security ïThe Real World

Security is all about polishing your BASICS

Nothing Matters ïWhether Open Source or Closed Source

Once it is Hacked !

Developers are the Key.

Sorry ! 
No Second Chance in Hacking World
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ĄWeb 2.0 Basic Flaws ïAttack Patterns


