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Disclaimer

< All contents of this presentation represent my own beliefs and views and do not,
unless explicitly stated otherwise, represent the beliefs of my current, or any of my
previous in that effect, employers.

Dependency

< Penetration Testing
< Web Malware Hunting
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Anatomy of Malware

BLOG >

Cybercrooks Trick Gawker Into Serving Malware-Laced Ad
... Cybercrooks Trick Gawker Into Serving Malware-Laced Ad. ... 1€d rather voluntarily
install the malware then read that paragraph again. ...

Trick or Tweet? Malware Abundant in Twitter URLs
Asmany as one in every 500 web addresses posted on Twitter lead to sites hosting
malware, according to researchers at Kaspersky Labs who have deployed a. ...

New Malware Re-Writes Online Bank Statements to Cover Fraud
New malware being used by cybercrooks does more than let hackers loot a bank account;
it hides evidence of a victim's dwindling balance by rewriting online. ...

New York Times Reforms Online Ad Sales After Malware Scam

Threat Level Privacy, Crime and Security Online. New York Times Reforms Online
Ad Sales After Malware Scam. ... Its the malware that is the problem. ...

Malware Turns Software Compilers into Virus Breeders
Threat Level Privacy, Crime and Security Online. Malware
Turns Software Compilers into Virus Breeders. ...

New ATM Malware Captures PINs and Cash € Updated

Security researchers have found malware planted on ATMs in Eastern Europe that captures
PINs and magnetic stripe data from the machine's memory and. ...

Storm worm botnet with over 1.7 million drones

I Unbearable Truth

Windows 7 Still Vulnerable to Viruses € Durr, Really?

... Anti-virus software vendor Sophos tested Windows 79 built-in anti-virus capabilities
by feeding a clean system 10 pieces of the newest malware. ...

Digital Photo Frames and Other Gadgets Infected with Malware

The SANS Internet Storm Center has been conducting an informal survey of commercial
gadgets that customers bought that contained already loaded malware on them ...

Computer Malware the New € Weapon of Mass Destruction €

Forget nuclear, chemical and biological weapons, the new weapon of mass destruction
is computer malware and botnets, according to authors of a new report from. ...

Lazy Hacker and Little Worm Set Off Cyberwar Frenzy

... experts who examined code used in the attack say it appears to have been delivered
to machines through the MyDoom worm, a piece of malware first discovered in ...

Jessica Biel Tops Brad Pitt as Internet€s Most Dangerous Search
(Updated)

... Rihanna, to lure surfers searching for the latest stories, screen savers and ringtones
to sites offering free downloads laden with malware,® the statement ...

Apple@s Snow Leopard Is Less Secure Than Windows, But Safer

... Windows users do. But thev@re still safer. securitv exverts acree. because

At the start of the year, it was just a gentle breeze - now however, the storm worm has develop Stormvirus verspreidt zich razendsnel via unieke SPAM-techniek

into a genuine tempest. The botnet built up by this worm has grown to include 1.7 million drone
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Conficker Doomsday Worm Sells Out For $49.95

(infected comnputers) according to security services provider SecureVVorks, who state that Het computervirus dat een dag na de dodelijke storm in Europa opdook, verspreidt zich razendsnel <--analysiafHiionew payloai conslides s moorning Hat Biohisker isnowservitg
although the network has so far been primarily used to send spam, it could also be used for dankzij een vrij unieke SPAM-techniek. "De techniek wordt gebruikt om het virus te lanceren, maar victims a fake anti-virus product that offers to remove malware for $49.95. ...
DDoS attacks on businesses or even countries blijft zeer goed verborgen voor de vele anti-virus zenders. Zij hebben de grootste moeite om zich te

blijven wapenen tegen de aanvallen van het virus”, zegt Eddy Willems, expert anti-virus technologie
According to security researcher Joe Stewart, between January and May of this year van beveiligingsspecialist NOXS,

SecureWorks identified 71,342 attacks using the storm worm. Since June, however, the
company has repelled 20,200,101 attacks. There has also been a dramatic increase in the
number of infected computers from which e-mail attacks were sent. VWhereas from the start of
the year to the end of May just under 3000 computers were infected, in June and July, the
number of drones increased to 1.7 million. SecureVWorks speculates that the botnet operator h
built such a large network in order to be able to hire it out to other hackers or perform attacks.

Hackers vallen fundament van het internet aan Cybéfcrimineéiﬁ een joBvoor de toekomst?
T

like millions of PC drones

Hey Apple Kids! Now you can become the miserable slave of a botnet just

fe¢), TROJ_SMALL.EDW (Trend Micro) en 'VULNERABILITIES & MALWARE --Pirated Copies of iWork og Contain Trojan (((mmm, piratey —

de ant:

qespamd wordes, ves, Imust click on the malware and download it at once, heaven. ...

Hacker Launches Botnet Attack via P2P Software

... The malware infection became commonly known as the Nugache Worm, which embedded
itselfin the Windows OS. ... He embedded that software downloads with his malware. ...
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Mossad Hacked Syrian Official €s Computer Before Bombing Mysterious

... The officfal reportedly left his computer in his hotel room when he went out, making
it easy for agents to install the malware that siphoned files from the ...

FBI Says € Money Mule€ Scams Now Top $100 Million

.. @However, FBI analysis has identified more than two dozen different pieces of malware
onthe ised account holders® computers all containing key ...
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Underground Malware i

© GDATA

Market Business

Product Min. price | Max. price
RAT - depending on features 20,00 € 100,00 €
Stealer - see above 5,00 € 40,00 €
Falsified 1D/driving licence - depending on the quality of the forgery 50,00 € 2.500,00 €
Bot file - price depending on features and programmer 20,00 € 100,00 €
Bot source code 200,00 € 800,00 €
Service Min. price | Max. price
Hosting - depending on scope of service, anything from web space to 5,00 € 9.999,00 €
multiple servers

FUD service 10,00 € 40,00 €
DDoS attack per hour 10,00 € 150,00 €
Bot installations per 1000 - prices determined by geographic location 50,00 € 250,00 €
1 million spam emails to specific addresses, e.g. gamers are at a premium 300,00 € 800,00 €
Data Min. price | Max. price
Databases - price depends on the precise content and scope of the 10,00 € 250,00 €
database, this Involves buying a database

Credit card data - prices determined by the completeness of the data. 2€ 300€
Just a card number and expiry date is not worth much. The more data is

provided, the higher the price is.

1 million email addresses - verified addresses or specialist groups cost more 30,00 € 250,00 €
Accounts Min. price | Max. price
Steam account - price determined by the volume of games Installed 2,00 € 50,00 €
WoW account - depends on the scope of the data and level of the char- 500€ 30,00 €
acters in the account

Pack station account - prices determined by the scope of the data pro- 50,00 € 150,00 €
vided and whether it has been faked or stolen

PayPal account - the more date there is on the account, the higher the 1,00 € 25,00 €
price

Click & Buy account — see above 10,00 € 35,00 €
Email account with private email - prices vary according to the dealer 1,00 € 5,00 €




Malware Flow Model

Malware Writers Role

Flow of Malware Websites
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