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Disclaimer  

<  All contents of this presentation represent my own beliefs and views and do not, 

unless explicitly stated otherwise, represent the beliefs of my current, or any of my 

previous in that effect, employers. 

 

 

 
Dependency  

< Penetration Testing  

< Web Malware Hunting  

 

 
 

 



3 

About Us  

< Aditya K Sood 

4 Founder , SecNiche Security 

Á Independent Security Consultant, Researcher and Practitioner 

ÁWorked previously for Armorize, Coseinc and KPMG 

ÁActive Speaker at Security conferences 

ÁWritten Content ï ISSA/ISACA/CrossTalk/HITB/Hakin9/Elsevier NES|CFS 

ÁLinkedIn : http://www.linkedin.com/in/adityaks   

ÁWebsite: http://www.secniche.org | Blog: 
http://secniche.blogspot.com  | @AdityaKSood  

4 PhD Candidate at Michigan State University 

< Dr. Richard J Enbody 

4 Associate Professor, CSE, Michigan State University 

ÁSince 1987, teaching computer architecture/ computer security / 
mathematics 

ÁWebsite: http://www.cse.msu.edu/~enbody  

4 Co-Author CS1 Python book, The Practice of Computing using Python. 

4 Patents Pending ï Hardware Buffer Overflow Protection 
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This talk is all about ééééé 

Malware Hunter (Good Hacker)  

=  

Penetration Testing  

+  

Web Security  

+  

Malware Analysis 
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Agenda  

 

4Malware Paradigm ï The State of Online World 

4Reality of Browsers 

4Case Study ï MySQL.com Compromise 

4Website Infection ï Strategies used by Attackers 

4Website Traffic Analysis and Dumps 

ÁMethodology  

4Hunting Web Malware 

ÁCase Study 1 Ą BlackHole Exploit Pack 

ÁCase Study 2 Ą SpyEye Command and Control Take Down 

4Conclusion 
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Anatomy of Malware ï Unbearable Truth  
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Malware ï Impact on Real World  
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Underground Malware ï Market Business  

© GDATA  
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Malware Flow Model  

© Reihe Informatik. TR - 2007 - 011  

 

Malware Writers Role 

Flow of Malware Websites 


